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Abstract: This project studies the problem of secure
transmission in dual-hop cooperative networks with
untrusted relays, where each relay acts as both a
potential helper and an eavesdropper. A security-aware
relaying scheme is proposed, which employs the
alternate jamming and secrecy-enhanced relay selection
to prevent the confidential message from being
eavesdropped by the untrusted relays. To evaluate the
performance of the proposed strategies, we derive the
lower bound of the achievable ergodic secrecy rate
(ESR), and conduct the asymptotic analysis to examine
how the ESR scales as the number of relays increases.
Index Terms— Secure routing; Manets; Graph; QoS;
Attacks.
I.
INTRODUCTION
Cooperation is the process of working together, opposite of
working separately in competition. Recently, such a concept
has been adopted from social sciences and economics to
constitute a major research area in wireless communication
networks. The idea of employing cooperation in wireless
communication networks has emerged in response to the
user mobility support and limited energy and radio spectrum
resources, which pose challenges in the development of
wireless communication networks and services in terms of
capacity and performance. Generally, we can categorize
three cooperation scenarios based on various studies in
literature. In the first scenario, cooperation among different
entities is employed to improve the wireless communication
channel reliability through spatial diversity [1], [2]. In the
second scenario, the system throughput is improved via
aggregating the offered resources from cooperating entities
[3], [4]. Finally, cooperation is used to achieve seamless
service provision [5] - [8]. Early research on cooperation in
wireless communication networks focuses on developing
strategies at the physical layer to support such a cooperative
transmission. However, such a cooperative operation
introduces challenging issues at different layers of the
network protocol stack. Some modifications to the

networking protocol stack are required to achieve the
objectives of coop-eration. In fact, without proper
modification of networking protocols at the higher layers,
the achieved cooperation gain may not be significant.
II.

IMPROVED CHANNEL RELIABILITY

A. Mitigating Channel Impairments:
The wireless communication channel suffers from several
phenomena that decrease its re-liability. These phenomena
include path loss, shadowing, and fading. Cooperation in
wireless networks can increase the reliability of the
communications against the channel impairments. This
improved reliability can be achieved by exploiting
cooperative spatial diversity [1], [2]. When the channel
between the original source and destination is unreliable,
other network entities can cooperate with the source node to
create a virtual antenna array and forward the data towards
the destination. Hence, different transmission paths with
independent channel coefficients exist between the source
and destination nodes through the cooperating entities. As a
result, the destination node receives several copies of the
transmitted signal over independent channels. Based on this
spatial diversity, the destination can combine the data
received from these entities in detection to improve the
transmission accuracy. This concept is illustrated in Figure
1(a) for a downlink transmission from a base station to a
mobile terminal, where the source node transmits its data
packets towards the destination node with the help of
cooperating entities. In this context, a cooperating entity is a
relay node with an improved channel condition over the
direct transmission channel from the source to the
destination. This relay node can be a mobile terminal or a
dedicated relay station
B. Interference Reduction:
The broadcast nature of the wireless communication
medium results in interference at the different nodes in the
coverage area (interference region) of each other. Such
interference reduces the signal to interference plus noise
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ratio (SINR) at the receiving nodes and hence degrades their
detection performance. Thanks to the cooperation
introduced by the cooperative relays, the transmitted power
from the original source can be significan tly reduced due to
a better channel condition of the relaying links, which
greatly reduces the interference region [9], as illustrated in
Figure 1(b). This also helps to improve the energy efficien
cy of the communication system. In addition to reducing the
interference region, cooperation can solve the hidden
terminal problem and hence results in interference reduction
[10].

III.

IMPROVED SYSTEM THROUGHPUT

An improved system throughput can be a direct benefit from
the enhanced wireless channel reliability through employing
cooperative transmissions at the physical layer. In addition,
co-operation can increase the achieved throughput through
aggregating the offered resources from different cooperating
entities [3], [4]. This is achieved through employing
cooperative strategies at the network and transport layers. In
this case, data packets are transmitted along multiple paths
towards the destination. Different from the preceding
cooperation scenario, the data packets transmitted through
different paths are not the same copy of some transmitted
signal. Instead, different transmission paths carry different
data packets. This has the effect of increasing the total
transmission data rate between the source and destination
nodes. In this case, the cooperating entities can be mobile
terminals, base stations or access points with sufficient
resources (e.g. bandwidth), such that when these resources
are aggregated, the total transmission data rate from the
source to the destination can be increased. This strategy can
support applications with a high required transmission rate.
In Figure 2 for example, resources from the cooperating
cellular network and wireless local area network (WLAN)
are aggregated to provide a high data rate for the mobile
terminal.
IV.

PROBLEM STATEMENT/SPECIFICATION

In untrusted relay systems have been reported, the majority
of existing works deal with the simple model with only one
relay node. For multi-relay networks, information leakage
problem during the first phase of any two-hop transmission.
This simplifies the protocol design, but may not hold in
practice. So secure the transmissions of both the first and
the second phases is the major problem which needed to be
solved
1) Diverse results on untrusted relay systems have been
reported, the majority of existing works deal with the simple
model with only one relay node.
2) Information leakage problem during the first phase of any
two-hop transmission.

3). No cooperative scheme considers relay as an outside
entity, which does not take part in communication, hence it
is considered as an eavesdropper
4) Relays may have poor security authorization
V.

PROPOSED SYSTEM

In this project try to secure, the transmissions of both the
first and the second phases, and our contributions are
threefold: First, an alternate jamming method is introduced
to prevent information leakage. Second, both optimal and
sub-optimal secrecy-enhanced relay selection policies are
proposed third, the lower bound of the achievable ergodic
secrecy rate (ESR) is derived, and the asymptotic analysis of
the ESR is given as well.
A. Advantages of proposed System:we first consider a two hop system where the direct link is
not available between the source node and the destination
node, Achievable secrecy rates at different positions of the
jammer.
An AF based network consisting of a source (S), a
destination (D), an untrusted relay (R) and a cooperative
jammer (CJ) which assists in jamming the signal at the relay
by transmitting a noise signal that is known at the
destination.
the secrecy rate regions for different scenarios depends
heavily on the positions of both the relay (a potential
eavesdropper) and the cooperative jammer
Higher Spatial Diversity
Higher Throughput-Lower Delay
VI.

ITERATIVE BOOSTING ALGORITHM

relay path reconstructs unknown long paths from known
short paths iteratively. By comparing the recorded hash
value and the calculated hash value, the sink can verify
whether a long path and a short path share the same path
after the short path's original node. When the sink finds a
match, the long path can be reconstructed by combining its
original node and the short path.
Initial set of packets whose paths are reconstructed and a set
of other packets are considered.
Checking the value of initial path. If value is null, then it is
network failure else it constructs another path with another
packet.
This process is repeated till the paths are their weights are
obtained in the network.
The shortest path is considered and it is compared with
remaining paths and the values are stored in the database.
The algorithm consists of two processes, the IterativeBoosting procedure and the Recover procedure. The
Iterative-Boosting procedure includes the main logic of the
algorithm that tries to reconstruct as many as possible
packets iteratively. The input is an initial set of packets
whose paths have been reconstructed and a set of other
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packets. During each iteration, is a set of newly
reconstructed packet path the algorithm tries to use each
packet in to reconstruct each packet's path. The procedure
ends when no new paths can be reconstructed. The Recover
procedure tries to reconstruct a long path with the help of a
short path. Based on the high path similarity observation,
the following cases describe how to reconstruct a long path.

VII.

FAST BOOTSTRAPPING ALGORITHM

The iterative boosting algorithm needs an initial set of
reconstructed paths. In addition to the one/two-hop paths,
the fast bootstrapping algorithm further provides more

initial reconstructed paths for the iterative boosting
algorithm. These initial reconstructed paths reduce the
number of iterations needed and speed up the iterative
boosting algorithm. The fast bootstrapping algorithm needs
two additional data fields in each packet, parent change
counter and global packet generation time. The parent
change counter records the accumulated number of parent
changes, and the global packet generation time can be
estimated by attaching an accumulated delay in each packet.
For packet , there are an upper bound and a lower bound of
the difference between the estimated packet generation time
and the real value .The basic idea is to reconstruct a packet's
path by the help of the local packets at each hop. For each
node, we can obtain its stable periods by the parent change
counter attached in each of its local packet. A stable period
of a node is a period of time in which the node does not
change its parent. If a packet is forwarded by this node in
one of its stable periods, we can safely reconstruct the
next-hop of that forwarded packet to be the parent of its
local packet in the same stable period.

Fig 1:a) Cooperation in a network; b) illustration of the delay and throughput improvement achieved by cooperation in the time domain

Fig 3: A three-node cooperative network model Decode and
Forward Method
Fig 2 dual hop network model
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Amplify and Forward Method

Fig 4:- This will decode the message received from the source, reencodes it and then forwards the message to the destination
subsequently

VIII.

Fig 5 The relay node simply amplifies the received signal and
forwards it directly to the destination without decoding the
message.

EXPERIMENTAL/SETUP AND RESULTS

Fig 6 : Creating the network with required number of nodes

Fig 7 Node registration
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Figure 8 Path consturction

Figure 9 Selected Router Process

Figure 10 Received Paths

IX.

CONCLUSION

In this paper, we have investigated the secrecy regions for
friendly jamming in two-hop as well as the cooperative
scenarios employing an untrusted relay. Our results show
that the secrecy rate regions for different scenarios depends

heavily on the positions of both the relay (a potential
eavesdropper) and the cooperative jammer. We show that
the secrecy rates are higher if the jammer is positioned
closer to the relay. If the relay is closer to the destination
then we can ensure a higher secrecy rate in comparison to
the case when the relay is closer to the source
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